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IF | 192 188 .220 . 1 to| 192 . 163 . 220 . 254 OStar‘tl g
Hostname:lz_inE P | B BT EE Threads| 0

IF @& IPing @& |Hostname @&

@ 15z 168 220 1 0 ms z3y05 |
@ 192 165.220.2 Dead /3

@ 192 165.220.3 Dead /3

@ 192 168.220. 4 Dead H/s

@ 192.163.220.5 Dead 03

@ 192 183.220.6 Dead 03

@ 192 168.220. 7 Dead /s

@ 192 168.220. 5 Dead H/3

@ 192 165.220.9 Dead /3

@ 192 165.220. 10 Dead H/s

@ 192 165,220 11 Dead H/s

Ready

..... Angry IP Scanner 2.21 - a

Fle Goto Commands Favorites Options Utils Help

IF T P T E S BT R - R T-T S—T=Y R S
Hostname! e EJ ﬂ
Scanned Open
= LE: /4
ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ
@ 1521 %ﬁﬁ%%%ﬁ%%ﬁ%%%ﬁ%ﬁ%ﬁ%%
® 2 %%%%?%%%ﬁ%%%ﬁ%%%ﬁ%ﬁ%
! ERdnE s nannnnnn
@ 1921
@ 1021
@ 102 168.220.6 Dead /3
Open ports: H/S
A oo o1co aen 7 LY | AT e
Ready ‘

4 Nmap S{TLEFER

41 FHERIFAR

EHURBUR MR TR B EP IR, B AR KE TP Y i s BR s B A EHL. Nmap $24t 7 2 F
FEHURBLEOR, LG BAS R R 2 R0 2 42 75K

411 EAXENEIHHS
HIFH

nmap -sL 192.168.1.0/24

AR : ARIZAEMTEAR AR AR TN, R E 2 B EVUF AT S ) DNS Tk B4 . &
TN BAx 1P bk 75 B .

Ping 31

nmap -sn 192.168.1.0/24
WRR: AXPHAT ENLRIL, AT S0 D6 . RN K IE ICMP echo 153K, TCP SYN % 443 ¥ 1. TCP
ACK 1| 80 ¥ [ A1 ICMP B[R] K » 38 F T BRI o X 2% Al e =LA T35 3R A -
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scan report for 192.168.1.229
scan report for 192.168.1.230
scan report for 192.168.1.231
scan report for 192.168.1.232
scan report for 192.168.1.233

scan report for 192.168.1.234
scan report for 192.168.1.235
scan report for 192.168.1.236
scan report for 192.168.1.237
scan report for 192.168.1.238
scan report for 192.168.1.239
scan report for 192.168.1.240
scan report for 192.168.1.241
scan report for 192.168.1.242
scan report for 192.168.1.243
scan report for 192.168.1.244
scan report for 192.168.1.245
scan report for 192.168.1.246
scan report for 192.168.1.247
scan report for 192.168.1.248
scan report for 192.168.1.249
scan report for 192.168.1.250
scan report for 192.168.1.251
scan report for 192.168.1.252
scan report for 192.168.1.253
scan report for 192.168.1.254
scan report for 192.168.1.255
done: 256 IP addresses (0 hosts up) scanned in 4.19 seconds

C:\Program Files (x86)\Nmap>nmap -sn 192.168.1.0/24

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 15:51 +0860

Stats: 0:02:15 elapsed; @ hosts completed (@ up), 256 undergoing Ping Scan
Ping Scan Timing: About 65.43% done; ETC: 15:54 (0:01:12 remaining)

Stats: 0:02:45 elapsed; @ hosts completed (@ up), 256 undergoing Ping Scan
Ping Scan Timing: About 79.59% done; ETC: 15:54 (0:00:42 remaining)

Nmap done: 256 IP addresses (0 hosts up) scanned in 207.73 seconds

T Ping 33
nmap -Pn 192.168.1.100

VAR sE b AT EL, RO TP M HT S R I AE . & TR KHSLE ping W5k
HoHESL, B E AR IP W, T SLR A ML ping.

C:\Program Files (x86)\Nmap>nmap —Pn 192.168.1.100

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 15:56 +0800

Stats: 0:01:26 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 42.00% done; ETC: 15:59 (0:01:57 remaining)
Stats: 0:03:08 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 92.50% done; ETC: 159 (0:00:15 remaining)

Nmap scan report for 192.168.1.100

Host is up.

All 1000 scanned ports on 192.168.1.100 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 204.00 seconds

412 SRENZIFEAR
TCP SYN Ping
nmap -PS22,80,443 192.168.1.0/24
WAH: Kk A SYN frEM 2 TCP B Rfe e us 1. &H T4 1L ICMP (H 2 ¥ TCP & B k8% .

TCP ACK Ping
nmap -PA80 192.168.1.0/24

WEA: KA H ACK ARER TCP #idli . &M Tgerdfik SYN BRI IR K .

UDP Ping
nmap -PU53 192.168.1.0/24

WBA: [A14E € i 1 0% UDP #dla . EEALH 2 A ogad H ik TCP P kAt g 45 .
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C:\Program Files (x86)\Nmap>nmap -PS22,80,443 192.168.1.0/24
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:00 +0800
Stats: 0:00:58 elapsed; © hosts completed (0 up), 256 undergoing Ping Scan

Ping Scan Timing: About 37.43% done; ETC: 16:03 (0:01:37 remaining)
Stats: 0:02:33 elapsed; © hosts completed (0 up), 256 undergoing Ping Scan
Ping Scan Timing: About 98.96% done; ETC: 16:03 (0:00:02 remaining)
Nmap done: 256 IP addresses (0 hosts up) scanned in 157.22 seconds

4.2 smOEMWMEAR
Ui VA T 00 H bR AL EFFUY TCP A1 UDP % 1. Nmap #2417 2 Fhom DR, DUE RN AR
[0 DR 286 A58 F 22 42 7 2K

421 EARBEOFAKSGS

NS ]
nmap 192.168.220.1

WEA: BRIAHAT TCP SYN F948, FHH H % 1000 4> TCP ¥ H . X2 i AT i 6 2 .

C:\Program Files (x86)\Nmap>nmap 192.168.220.1

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:15 +0800
Nmap scan report for 192.168.220.1

Host is up (0.0011ls latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

msrpc
netbios-ssn
Uu5/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 1.02 seconds

b WERE
nmap —p 22,80,443 192.168.220.1

VLR : SRR E A o 7T DR E AN L 2 ) sl 1 Y R

C:\Program Files (x86)\Nmap>nmap -p 22,80,443 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:14 +0860
Nmap scan report for 192.168.220.1

Host is up (0.00088s latency).

STATE SERVICE
closed ssh
closed http
closed https

Nmap done: 1 IP address (1 host up) scanned in 0.87 seconds

A EmO
nmap -p- 192.168.220.1

WBA: A 65535 A TCP ¥ o IX A LUAHERT, EAE A BLFR AL JE b i 11 AR HR 55 o

TRIRFIFE
nmap -F 192.168.220.1

WRA: PUTHRIER, DU WA . & BRI LS R 5.
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C:\Program Files (x86)\Nmap>nmap —F 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:16 +0800
Nmap scan report for 192.168.220.1
.00078s latency).
closed tcp ports (reset)
STATE SERVICE

135/tcp open msrpc
139/tcp open netbios-ssn
uu5/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 0.91 seconds

422 SRIKOTERA

TCP SYN 3% (EFHFIm)
nmap -sS 192.168.220.1

WAA: IX/E Nmap BB FIESEAY, PO BFF8C . BkIE SYN G EAERGEH TCP 4, MR
HARX Bl . T2 root/ & RAUR .

C:\Program Files (x86)\Nmap>nmap —-sS 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:18 +0800
Nmap scan report for 192.168.220.1
Host is up (0.00084s latency).
Not shown: 997 closed tcp ports (reset)
STATE SERVICE

msrpc

netbios-ssn
uys/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 0.99 seconds

TCP Connect 3
nmap -sT 192.168.220.1

WiRR: A ERAE RGN connect() RETIH @ 5E 8 TCP i&EHE. 9 P A B AGEEE AR BN TCP H
MR, Ea .

C:\Program Files (x86)\Nmap>nmap —-sT 192.168.220.1

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:21 +0800
Nmap scan report for 192.168.220.1

Host is up (0.00088s latency).

Not shown: 997 closed tcp ports (conn-refused)

PORT STATE SERVICE

135/tcp open msrpc
139/tcp open netbios-ssn
4u5/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 1.01 seconds

UDP 33
nmap -sU 192.168.220.1

WEAA: AWl UDP R4 @ DNS. SNMP fl DHCP. nJ5 TCP H§#288 (W1-sS) 45 &, [l A% 2 P A pp i3

R e RSN
nmap —sN 192.168.220.1 # NULLiZ
nmap -sF 192.168.220.1 # FINi#Z#
nmap -sX 192.168.220.1 # Xmasi3 4

RA: XL AR A TCP REC A IR X 73 I O 5 P i o R] DL 38 R0 L8 AR B K s AN e R it g
HEHIEE, L SYN FHH TR -
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C:\Program Files (x86)\Nmap>nmap -sU 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:19 +0800
Stats: 0:00:04 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 27.40% done; ETC: 16:19 (0:00:11 remaining)
Stats: 0:00:35 elapsed; @ hosts completed (1 up), 1 undergoing UDP Scan
UDP Scan Timing: About 75.60% done; ETC: 16:20 (0:00:11 remaining)
Nmap scan report for 192.168.220.1
Host is up (0.00033s latency).
Not shown: 992 closed udp ports (port-unreach)
PORT STATE SERVICE
open|filtered netbios-ns
open|filtered netbios-dgm
open|filtered isakmp
1900/udp open|filtered upnp
4500/udp open|filtered nat-t-ike
5050/udp open|filtered mmcc
5353/udp open|filtered zeroconf
5355/udp open|filtered llmnr

Nmap done: 1 IP address (1 host up) scanned in 53.22 seconds

nmap -sV 192.168.220.1
BERA: BRI 11 A2 AT AR S5 RURRCAS o XA By e =4 i A 552 7547 A TR«

BERRARN

C:\Program Files (x86)\Nmap>nmap -sV 192.168.220.1

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:23 +0800
Nmap scan report for 192.168.220.1

Host is up (0.00065s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

uyus5/tcp open microsoft-ds?

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 7.62 seconds

nmap -sV —--version-light 192.168.220.1
YtBA: —version-intensity 2 MIEHFER 4 . AT HEPRE R RAST R, AH R P RERS K.

S HERRAR

C:\Program Files (x86)\Nmap>nmap -sV --version-light 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:22 +0800
Stats: 0:00:09 elapsed; © hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 0.00% done
Nmap scan report for 192.168.220.1
Host is up (0.00070s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE VERSION

open msrpc Microsoft Windows RPC

open netbios-ssn  Microsoft Windows netbios-ssn

open microsoft-ds?

Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 9.93 seconds

nmap -sV —-version-all 192.168.220.1
BA: —version-intensity 9 K44 . AT He4xTi . HAER IRRAATIN, (EE RS .

H s AT N R MR AE B o 30 2 il s

v

I

4

A

%

IS

H

HE,
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C:\Program Files (x86)\Nmap>nmap -sV —-version-all 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:24 +0800
Nmap scan report for 192.168.220.1

Host is up (0.00064s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 43.43 seconds

4.3.2 SHRIRAREMIEIR

WERAITHEE
nmap -sV —-—version-intensity 5 192.168.220.1

BORR: WCEMUAEIHRAE, JFY 0-9, BRIAELA 7. BAHERE (I I T U E T A R AR I, e
R (AR B S AR L5 SR, (L T 5

C:\Program Files (x86)\Nmap>nmap -sV --version-intensity 5 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:26 +0800

Nmap scan report for 192.168.220.1

Host is up (0.0011s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
4u5/tcp open microsoft-ds?
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit
Nmap done: 1 IP address (1 host up) scanned in 7.37 seconds

EREFRRAFI$EIE RN
nmap -sV —-version-trace 192.168.220.1

AR PREFACAIRES), MbEgiiilE e . &M TR AR A R T A I AR R E

44 BIERZGIR7
1ME RGER B Nmap 54 (k2 —, it TCP/IP AR g L0R B AR, MimfE EVLA % — &% TCP
A UDP $dli s, FHorHrma SR 2 H bR RGHERE RGERIFNRA
441 EXEERGKRMNGS
FRRIER SN
nmap -O 192.168.220.1
WA HHEAE RGN YIEE. Nmap 2 2250R 50 H s AU ERE KRG BBFIRRA

SEHIRIE R G
nmap -O —-osscan—guess 192.168.220.1

WBA: 4 Nmap ikl 2] 58 £ ULECH) OS I, XANETE Nmap ARG . Nmap £ 7E4T EIA 58 3£ UL
FCIS & R0, IR RoR BRI B BAS R E 2 .
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C:\Program Files (x86)\Nmap>nmap -0 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-86 16:27 +0800
Nmap scan report for 192.168.220.1
Host is up (0.00088s latency).
Not shown: 997 closed tcp ports (reset)
STATE SERVICE
open msrpc
open netbios-ssn
open microsoft-ds
No exact OS matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint
0S:SCAN(V=7 . 98%E=4%D=11/6%0T=135%CT=1%Cl
:FU%P=1686-pc-windows-windows) SEQ(SP=101% chn 1%ISR=10D%TI=I%CI=I%II=I%55=
S%TS=A)SEQ(SP=103%GCD=1%
1%ISR=10E4TI=I%C g
%SS=S%TS=A) SEQ(SP=108%GCD=1%ISR=108%TI=I%CI=I%II=I%SS=S%TS=A)OPS(01=HF
FD7NW8ST11%02=MFFD7NW8ST11%03=MFFD7NWSNNT11%0uU=MFFD7NW8ST11%05=HFFD7NW8S
T11%06=MFFD7ST11)WIN(W1=FFFF%W2=FFFF%W3=FFFF&W4=FFFF%W5=FFFF%W6=FFFF)ECN
(R=Y%DF=Y%T=80%W=! FREFR0=HFFDTNUBNSACC=NAQ= )Tl(R VRDF=YRT=80%S=0%A=SH4F=

%!
%RUCK=G%RUD= )IE(R Y%DFI=N%T=

:80%CD:
Network Distance: @ hops

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.34 seconds

C:\Program Files (x86)\Nmap>nma
Starting Waap 7.98 ( https://naap. or
168

“Up (666105 latency)
: 997 closed tcp ports (reset)
STATE SERVICH

ive 05 guesses t Windows 10 16 11 23H2 (99%), Microsoft Windows 10 1511 (97%), Windows 11 21H2 (97%)
windows er 2022 (97%), Microsoft Windows 10 1763 (96%), mcxorrm windows 16 1703 or Windows 11 212 (96%), Micros
£t Windo; 11 21H2 (95%), Microsoft Windows 11 21H2 (95%), Microsoft Windows 7 or 8.1 R1 (94%), Microsoft Win

10 1809 - 21H2 (93%)
No exact 0S matches for host ( w what 0S r see https://nmap.org/submit/ )
TCP/IP fingerprint
0 N(V=7.9: %D:

Y0PS(01=HFFDTNWEST11%02=HFFDN
MFFDTNWSSTL1%06=HFFDTSTLLWIN(WL

4.4.2 SRBRIERGKNER

PREVIRIER G
nmap -O —-osscan-limit 192.168.220.1

WiBR: R OS Rl s %7 7 ) H AR 2B Nmap R 2 —ANIF i H AT — 4> 5 ) TCP S 11 )

EHLHEAT OS A, AT LA A KR A

C:\Program Files (x86)\Nmap>nmap -0 --osscan-limit 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:30 +0800
Nmap scan report for 192.168.220.1

Host is up (0.00087s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

44s/tcp open microsoft-ds

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP ﬁngerm nt

OA%T.

FFD7NW8ST11%02=HFFD7NW8ST11%03=MFFD7NWSNNT11%0!
MFFD7NWSST11%06=MFFD7ST11)WIN(W1=FFFF%W2=FFFF%W3=FFFF&u
+%WS=FFFF%W6=FFFF ) ECN(R=Y%DF=Y%T=80%W=FFFF%0=| MFFD’7NWuNMS %CC=| NcQ )Tl(R V%D
2 +“/.F AS RD O%Q )TZ(R v D

%Q %Q=)Tu ( % %5
AA= O%F-RHJ- aRD e%q )TS(R VADF= v %T= ao w G‘sS—Z%A S+%F=AR%0=%RD=0%Q=)T6 (R=
§ &

%0=) U1 (R=Y%
{UD=6) TE (RVADF T=NAT=80RCD=2)
Network Distance: © hops

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.13 seconds

WERMERRRNZIRE
nmap -O ——max-os—tries 3 192.168.220.1

R BCEX HAREEAT OS Al 2l i i K IR 55 BURAUE RTAN R Nmap 3%, {Hu] et

OS Ky H AL 2.

AT REIR
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C:\Program Files (x86)\Nmap>nmap -0 --max-os—tries 3 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:31 +0800
Nmap scan report for 192.168.220.1
Host is up (0.00086s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ )
TCP/IP fingerprint
:SCAN( - 98%E: 1/6%0T=135%CT=1%C
:FU%P=1686-pc-windows-windows)SEQ(S %
%TS=A)SEQ(SP=105%GCD=1%ISR=10B%TI=I%CI=I%II=I%SS=S%TS=A) SEQ(SP=107%GCD=
ISR=10A%T II=I%SS=S%T. JOPS (0! FFD7NW8ST11%02=MFFD7NW8ST11%0
MFFD7NWSNNT11%0! FFD7NW8ST11%0! FFD7NW8ST11%06=MFFD7ST11)WIN (W
0S : %W2=FFFF%W. FFF%WU=FFFF%u5=FFFF%ulf FFF)ECN( '%DF=Y%T=80%| %
- TNWBNNS%CC=N%Q=] )Tl(R stDF Y% T=80%S=0%A=S+%F=AS%RD=0%Q=) T2 (R=Y%DF= VGT_SG'B

Network Distance: © hops

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 5.80 seconds

4.5 LZERMEAR
SZEPAMBARE S T 2 MaThee, AT AT ERER.

451 EAZEREGS

EEAGHN
nmap -A 192.168.220.1

YRR B HIRAE RGN AR AT traceroute. 1X& —ANEEH A H L5 & R T,

ISR AN RS

C:\Program Files (x86)\Nmap>nmap -A 192.168.220.1
Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:
Nmap scan report for 192.168.220.1
Host is up (0.00061s latency).
Not shown: 997 closed tcp ports (reset)
PORT  STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
No exact OS matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint

:SCAN(V=7.98%E=U%D=11/6%0T=135%CT=1%CU=37773%PV=Y%DS=0%D
05:5A%P=1686-pc-windos-windows) SEQ(SP=100%GCD=1%T

101%GCD:

5%
80%CD=7)

Network Distance: © hops
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script result
| smb2-time:
dat 2025-11-06T08:33:17
start_dat: N/A
smb2-security-mode:
3.1.1:
_ Message signing enabled but not required

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 36.51 seconds

E2AEEE
nmap -v -A 192.168.220.1

AR B R A Al R gkl . VAR S RME 2 I0ARE S, BSR4 .

452 BREEEMEAR

ROFEE
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nmap -A -T4 192.168.220.1

BAR: PATEM RGN, HEER TR 4(Aggressive). XA LN LE, HATReREA S Hin
iRl

C:\Program Files (x86)\Nmap>nmap -A -Td 192.168.220.1

Starting Nmap 7.98 ( https://nmap.org ) at 2025-11-06 16:34 +0800
Nmap scan report for 192.168.220.1

Host is up (0.00059s latency).

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
4u5/tcp open microsoft-ds?

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:

)OPS (01=MFF

FD7NW8ST

Q=) T7(R=Y%DF=Y' 80! Z%A=S+%F=AR%! RD:
16U%UN=0%RIPL=G%RID=G%RIPCK=Z%RUCK=G%RUD=G) IE (R=Y%DFI=N%T=8

Network Distance: © hops
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 3.1.1:

|- Message signing enabled but not required
| _clock-skew: -1s

| smb2-time:

| date: 2025-11-06T08:34:50

_ start_date: N/A

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 31.94 seconds
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